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Sifting through volumes of potential threat alerts is an 

unglamorous but critical task of cybersecurity professionals. A 

cursory glance is not enough to distinguish true attacks from 

the false which means every alert must be treated with the same 

level of scrutiny. The result is a lot of wasted effort 

examining harmless alerts. Worse yet, the potential for 

mistaking a true positive as false is something that comes at a 

significant cost. 

Researchers from Charles Sturt University’s Computing and 

Mathematics department and University of Canberra’s School of 

Management in Australia teamed up to develop a tool called 

gathering multiple signatures approach (GMSA) which reduces the 

number of false positives in web-based cyber attacks down to a 

mere 0.59%. The team’s proposed algorithm boasts an accuracy 

rate at 99.45% for true positives in cyber attack detection. 

The GMSA is designed to draw from datasets compiled of the 

four popular types of compromise in web applications that 

hackers use called common injection attacks (CIAs). CIAs include 

SQL injection attack, XSS attack, Shell injection attack, and 

File Inclusion attack. An SQL database is accessed via a web 
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interface where an unauthorized person is able to login as an 

administrator and gain full read, write, and delete control over 

the content of the database. In the case of an XSS attack, a 

website is compromised by the insertion of scripts into one or 

more of the pages. Shell injection attacks target the operating 

system of a computer and can be initiated by a variety of online 

or offline activities. Lastly, File Inclusion attacks (remote or 

local: RFI, LFI) occur when a file download either from a remote 

site or somewhere local within a system or network is downloaded 

and executed on the device. 

The difference between GMSA and existing methods of 

detection is that it uses all four types of CIA where others 

only work with one or two at a time (XSS attack and SQL 

injection attack, for example) resulting in false positives at 

an average rate of 8%. 

Limitations 

Data are only as good as the datasets they’re derived from. 

In other words, the training of the GMSA algorithm in the study 

is dependent upon its exposure to two datasets containing both 

malicious and benign information: HTTP dataset CSIC 2010 built 

at the “Information Security Institute” of CSIC (Spanish 

Research National Council), and SecLists from GitHub, designated 

as “the security tester's companion” with the project under MIT 

license. Both datasets are robust and considered a standard 
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source within the cybersecurity and development communities for 

developing and testing web-based attack deterrents, however. 

By combing through existing datasets where the CIAs were 

accurately identified, and using data from all four of the 

popular attack types, the team was able to train the GMSA tool 

to use the signature patterns of previous attacks as a cross-

reference, thus significantly reducing the number of false 

positives. 

Simply lowering the number of false positives in 

cybersecurity alerts makes the job of thwarting cyber attacks 

much more efficient. While the researchers state their intent 

was “to investigate evasion techniques of CIAs and build a novel 

algorithm for detecting them,” applying additional technology 

such as machine learning, and using a wider collection of up-to-

date and verified datasets, is a promising avenue for further 

research. 
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